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A. Generally 
 

An acceptable use policy (AUP) is a written agreement signed by students, parents,  
and staff members which outlines the terms and conditions of technology use.  It 
establishes acceptable use guidelines, rules of online behavior, and access 
privileges for all users.  Users are identified as all Lynchburg City Schools students 
and staff members, as well as other individuals who utilize the school division’s 
technology.  The AUP also covers penalties for violations of the policy, including 
security violations and vandalism of the system.  Prior to using school division 
technology resources, each user is required to sign an AUP agreement and know 
that it will be kept on file as a legal, binding document.  

 
By using a school division computer, students and staff can connect to the Internet  
to gain access to information from the outside world. The Lynchburg City Schools 
provides Internet access free of charge to students and staff in all the schools.  
While the ability to communicate is an invaluable resource, there are sites on the 
Internet which are inappropriate for access and use by students and staff.  Staff 
members will make reasonable effort to reinforce Internet safety instruction and to 
ensure that student use of the Internet is appropriate and educational. Connections 
to the Internet from all schools will be made through a central access point, at which 
filtering software limits access to inappropriate sites.  

 
B. User Responsibilities 
 

Access to technology is a privilege, not a right, and with use comes responsibility. 
The school division network, including the Internet, was established for educational 
purposes.  As a result, users have no personal privacy rights on the network.  Files, 
including e-mail, located on individual computers as well as the network can be 
reviewed by network and school administrators to ensure that users are using the 
system appropriately.   

 
 Users are responsible for adhering to the following guidelines. 
 

1. Personal Safety:  Students will not post personal information about themselves 
or other people.  Students will not arrange meetings with anyone contacted on-
line through the local network or Internet.  Students will promptly disclose to a 
teacher or administrator any message containing text, graphics, pictures, or 
video clips that they feel is inappropriate or that makes them feel 
uncomfortable.  

 
 2.  Illegal/Inappropriate Activities:  Users will not attempt to gain unauthorized 

access to any computer system.  This includes logging onto the system through 
another person's account or accessing anyone else's files.  Users will not 
deliberately attempt to disrupt systems or destroy data by spreading computer 
viruses or by any other means.  Users will not engage in any illegal or 
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inappropriate activities or behaviors.  Users will not access proxy sites on the 
Internet in an effort to by-pass existing school division firewall and web filtering 
devices.  Students and employees will not access on-line gaming sites and/or 
save gaming software files to division servers or other storage media.  Users 
will not launch executable files from personal storage devices.  Students will not 
alter computer settings. 

 
3. System Security: Users will take all reasonable precautions to prevent others 

from using their accounts.  Users will not reveal their passwords.  They will 
notify a teacher, building administrator, or network administrator of any possible 
security violations.  

  
 4. Inappropriate Behavior: Users will not engage in inappropriate behavior which 

includes, but is not limited to using obscene, pornographic profane, threatening 
or disrespectful language; engaging in bullying through personal attacks 
including prejudicial or discriminatory attacks; harassing others; posting false or 
defamatory information. These restrictions apply to public messages, private 
messages, and material posted on web pages. 

 
5. Respect for Privacy:  Users will not post private information about another user, 

nor will they re-post messages sent privately without permission of the author. 
 

6. Respect for Resource Limits:  Users will not download files or programs without 
permission (refer to Form SR1).  Unused or unwanted files should be deleted 
on a regular basis including those located on network servers, e-mail, and 
individual hard drives.  Files needing to be archived should be copied to 
personal storage devices. 

 
 7. Electronic Communications:  Use of any electronic communication, including 

but not limited to e-mail, instant messaging, external blogs (such as 
MySpace.com), and bulletin boards, will be professional and appropriate.  
Users are responsible for division information sent electronically with large, 
multi-user mailings being approved by the deputy superintendent prior to 
transmitting.  End users should check e-mail daily.  They will not post or 
forward chain letters or any solicitation not sponsored by the Lynchburg City 
Schools. 

 
 8. Plagiarism:  Users will not plagiarize works found on the network, which 

includes the Internet.  Plagiarism means taking credit for someone else’s work 
as one’s own by not recognizing the source.  Whenever information is taken 
from a resource on the network, proper citations will be made and direct 
quotations will be enclosed in quotation marks or otherwise properly 
distinguished.   
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 9. Copyright Infringement:  Users will respect the rights of copyright owners.  
When any work is copyrighted, that material cannot be legally used without 
permission of the author except in specific circumstances.   When users 
encounter copyrighted resources on the network, they will seek assistance from 
teachers or network administrators before using any such copyrighted work. 

 
10. Software:  Users will not violate the school division’s software license 

agreements.  Software will not be loaded on school division computers without 
proper authorization (refer to Form SR1)  Any software loaded onto school 
division resources becomes the property of the Lynchburg City Schools (refer 
to Form SR1.)  Users will not copy school division software for personal use nor 
will they use the school division’s computers to copy software not owned or 
licensed by the school division. 

 
 11. Access to Material:  Users will not access material  that is profane, 

pornographic or obscene, that advocates illegal acts, or that advocates violence 
or discrimination.  This restriction includes network, Internet, and personal 
storage media resources. Students will access the Internet for instructional 
purposes only as stipulated in Section B.  Staff will access resources in a 
professional and appropriate manner. 

 
 12.  Personal Accounts:  Users will not access personal accounts (e.g.  America 

Online, YaHooMail, Hot Mail CompuServe G-Mail, MySpace, etc.) using school 
division equipment or software.  Students may not subscribe to any service for 
which there is a fee. With administrative permission, school staff and, in some 
cases, students may subscribe to or access an educational service for which 
there is a fee. 

 
C  Teacher Responsibilities 
 

Teachers will provide students with a sequential, structured approach to gaining the 
skills that will allow them to become independent, responsible users of technology. 
In all cases, teachers will make reasonable effort to ensure that students are 
directed to sites with age- and topic- appropriate materials and resources.  All 
students and staff members will receive instruction in Internet safety using the 
Lynchburg City Schools’ approved curriculum. 

 
 1. In grades Pre- K-5, teachers will actively supervise and model appropriate use 

of the Internet.  Students will have Internet access under direct teacher 
supervision; however, students will experience guided practice leading toward 
gaining skills to become independent and responsible users of the Internet.  
Teachers will explore an Internet site before directing students to that site. 

 
 2. In grades 6-8, teachers will provide guided practice and model appropriate use 
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of the Internet.  Teachers will supervise student-initiated information search 
activities and provide support for students as they begin to assume 
responsibility for becoming independent users of the Internet. 

 
 3.  In high school, grades 9-12, teachers will model appropriate use of the Internet 

and will monitor and advise students in independent Internet use.  
 
D. Discipline 
 

Inappropriate use of the network which includes the Internet is a violation of school 
division discipline policies.  Inappropriate use may result in termination of access 
and may result in disciplinary action, which may include suspension from school or 
in case of employees, termination of contract.  Depending on the severity of the 
violation, criminal or civil liability is also possible. 

 
Legal Reference:   
 
Code of Va., § 22.1-70.2. Acceptable Internet use policies for public and private 
schools.  “ A. Every two years, each division superintendent shall file with the 
Superintendent of Public Instruction an acceptable use policy, approved by the local 
school board, for the Internet. At a minimum, the policy shall contain provisions that (i) 
are designed to prohibit use by division employees and students of the division's 
computer equipment and communications services for sending, receiving, viewing, or 
downloading illegal material via the Internet; (ii) seek to prevent access by students to 
material that the school division deems to be harmful to juveniles as defined in § 18.2-
390; (iii) select a technology for the division's computers having Internet access to filter 
or block Internet access through such computers to child pornography as set out in § 
18.2-374.1:1 and obscenity as defined in § 18.2-372; (iv) establish appropriate 
measures to be taken against persons who violate the policy; and (v) include a 
component on Internet safety for students that is integrated in a division's instructional 
program. The policy may include such other terms, conditions, and requirements as 
deemed appropriate, such as requiring written parental authorization for Internet use by 
juveniles or differentiating acceptable uses among elementary, middle, and high school 
students.  

B. The superintendent shall take such steps as he deems appropriate to implement and 
enforce the division's policy.  

C. On or before December 1, 2000, and biennially thereafter, the Superintendent of 
Public Instruction shall submit a report to the Chairmen of the House Committee on 
Education, the House Committee on Science and Technology, and the Senate 
Committee on Education and Health which summarizes the acceptable use policies filed 
with the Superintendent pursuant to this section and the status thereof.  

http://leg1.state.va.us/cgi-bin/legp504.exe?000+cod+18.2-390
http://leg1.state.va.us/cgi-bin/legp504.exe?000+cod+18.2-390
http://leg1.state.va.us/cgi-bin/legp504.exe?000+cod+18.2-374.1C1
http://leg1.state.va.us/cgi-bin/legp504.exe?000+cod+18.2-372
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D. In addition to the foregoing requirements regarding public school Internet use 
policies, the principal or other chief administrator of any private school that satisfies the 
compulsory school attendance law pursuant to § 22.1-254 and accepts federal funds for 
Internet access shall select a technology for its computers having Internet access to 
filter or block Internet access through such computers to child pornography as set out in 
§ 18.2-374.1:1 and obscenity as defined in § 18.2-372.  

E. The Superintendent of Public Instruction shall issue guidelines to school divisions 
regarding instructional programs related to Internet safety.”  

(1999, c. 64; 2001, c. 269; 2006, cc. 52, 474.)  
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